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About KPMG Forensic in India

KPMG Forensic deals with issues where facts, people and organisations do not
agree, or where financial or other business related behaviour may not comply with
expectations. KPMG's Forensic practice in India was established in 1995. Our
practice endeavours to provide an independent, proactive and responsive service,
together with credible results by effectively utilising its investigative, IT,
accounting, financial and various other resources towards the prevention,
detection and investigation of alleged fraud and fraud related issues in resolving
commercial and legal disputes.

The practice has over time evolved into a team of over 200 dedicated forensic
professionals, each one bringing in not only rich and extensive experience but also
a competitive and specific skill set. Our Forensic team consists of professionals
including certified fraud examiners, former police officers, chartered accountants,
CPAs, MBAs, business ethics professionals, social workers, environmental
experts and technology professionals. Our team members have experience on
engagements both at national and international levels in the United States (U.S.),
Canada, United Kingdom (U.K.), Africa, Singapore, Europe, Middle East, Mauritius,
former Soviet block and South Asian countries.

Our team members bring with them a collective experience of working on more
than 400 investigations, on the basis of which they have provided practical and
prudent advice on various issues across industry sectors and different lines of
businesses.

We emphasise on a need for innovation, flexibility and quality along with providing
evidence to help companies make informed decisions.

The services we provide include:

e Fraud investigations

e Fraud risk management

e Forensic technology services

e Integrity due diligence

e Brand protection and anti-counterfeiting

e Verification services including pre-employment screening
e Dispute resolution, litigation support and expert witness services
e Anti-money laundering compliance

e Business ethics services

e Intellectual Property services

e Environment, health and safety reviews

e U.S. FCPA/ Anti-bribery compliance



Preface

Corporate fraud and misconduct remain a constant threat to organisations in India.
KPMG's Forensic practice in India has been undertaking the India Fraud Survey
since 1995 to obtain an insight into the level of fraud awareness, trends and
nature of fraud experienced by organisations in India and the means to mitigate
fraud risks.

Fraud and white collar crime have increased over the recent years, we believe this
trend is likely to continue. Compared to our findings in the previous survey, more
respondents have experienced fraud in the last two years. The cost of fraud to
businesses is difficult to estimate because not all fraud and abuse is discovered,
not all uncovered fraud is reported, and civil or criminal action is not always
pursued. The cost of fraud does not stop at a monetary figure with lots of noughts
behind it. Its insidious nature seeps into and erodes the core elements that all
business is built upon: confidence and trust.

With increased activity by regulators in order to promote ethical behaviour in
business practice’s oraganisations are under greater pressure to implement better
practices in corporate governance, corporate disclosure and risk management.
Fraud, like any other business risk, can be effectively managed through an
appropriate risk management strategy. To effectively mitigate the risk of fraud it is
important to implement a broad based fraud risk management programme, that
extends beyond a set of sophisticated internal controls, across all levels and
divisions of an organisation.

The survey questionnaire was sent out in October 2007 to over 1000 leading
organisations in India. The respondents include Chief Executive Officers, Chief
Financial Officers, Chief Compliance Officers, Internal Auditors, Heads of
Department and other senior management personnel. This year we introduced e-
survey which facilitated in maintaining the privacy and anonymity of the feedback.

\We take this opportunity to express our gratitude to the people and organisations
who took time to respond to the survey. The report and its findings would have
been unaccomplished without the support of the respondents and all those who
made this survey possible.

We would also like to thank those of our readers who will use these results for
the benefit of their organisation, given how their peers assess themselves.

Our survey underscores a key message that the best way of preventing fraud is
by having a good ethical culture that starts at the top.

Russell Parera Deepankar Sanwalka
Chief Executive Officer Head - Forensic Services
KPMG India KPMG India
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Over 60 percent of the
respondents stated that
their organisations neither
have a complete

| understanding of various
risks of fraud faced by them
nor they have an effective
Internal control mechanism
to manage such risks.




India Fraud Survey Report 2008 5

Executive summary

The KPMG India Fraud Survey Report 2008 is an attempt to
provide a definitive insight on the antecedents of fraud, its
aftermath and most importantly identify major safeguards
against fraud. The findings set out in this report were derived
by means of responses to questionnaires sent in October 2007
to India's largest organisations across public and private
sectors. This year we introduced e-survey which facilitated in
maintaining the privacy and anonymity of the feedback.

The questionnaire sought information from the respondents with the objective to
arrive at the following trends :

e Existing fraud scenario in India

e Extent of risk of fraud perceived in different industries
e \Who are the potential perpetrators of fraud

e Factors that increase the risk of fraud

e Type of frauds

e Existing measures adopted to combat fraud

A summary of our key findings is given below:

Fraud continues to hit the headlines and bottom line

e Over 80 percent of the respondents recognised that fraud is a problem in the
corporate environment in India. Moreover, almost 70 percent of the
respondents believe that fraud in India may increase in the next two years.

e The risk of fraud was perceived to be prevalent across all the sectors. However,
financial services sector was relatively more susceptible to fraud followed by
real estate/ infrastructure and IT/ ITeS.

e 60 percent of the respondents experienced fraud in their organisation in the last
two years. Out of these, 14 percent experienced more than 10 instances of
fraud, whereas 75 percent experienced a maximum of five instances.

e 11 percent of these organisations had estimated financial losses in the range of
INR 10 million to INR 100 million, while 5 percent of them had losses exceeding
INR 100 million, which was directly attributable to the frauds detected.

The enemy lies within

e The respondents believe that the maximum potential of committing fraud exists
within the organisation including the senior management and other employees.
Amongst the external stakeholders, service providers and suppliers were
perceived to pose the highest risk of fraud.



e According to the respondents, supplier kickback is the most prevalent form of
fraud that hits an organisation. Commercial and public corruption/ bribery and
theft of intangible assets are the other common avenues.

e In the next three years, the greatest risk of fraud is perceived from theft of
intangible assets of the company, e-commerce and other IT related frauds.

Not prepared to handle the fraud

e Over 75 percent of the respondents considered fraud remaining undetected as
their highest concern. Inadequacy of anti-fraud measures and unethical
behaviour of employees were other critical areas of concern.

e 36 percent of the fraud incidences were detected by the internal audit function
of these organisations while 38 percent of fraud incidences were discovered by
either accident or were reported by whistle blowers.

e Over 60 percent of the respondents stated that their organisations neither have
a complete understanding of various risks of fraud faced by them nor do they
have an effective internal control mechanism to manage such risks.

e Almost 80 percent of the respondents agreed that a company's market
reputation and employee morale gets affected if an organisation experiences a
fraud incidence.

No blind trust: Taking informed decisions

e Most organisations (79 percent) agree that it is important to conduct
background checks on all employees and 72 percent of the respondents
confirmed that their organisation did carry out background checks on new
recruits.

e More than 70 percent of the respondents also agreed that it is important to
conduct integrity due diligence on the senior management.

e Over 50 percent of the respondents believe that it is critical to conduct integrity
due diligence on prospective strategic alliance partners and that it has become
an integral part of the due diligence process today.

Anti-corruption compliance: Ignorance is not bliss

e Over 80 percent of the respondents believed that corporate sector pay bribes or
make facilitation payments to do business in India.

e However 60 percent of the respondents did not have adequate knowledge
about the anti corruption laws.
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Fraud continues to hit
the bottom line

Fraud continues to hit the headlines and the bottom line of organisations in India.
Over 80 percent of the respondents recognised that the fraud is an issue in India

and will remain a concern over the next two years.

Fraud is a major probem in India Fraud in India will increase in the
next two years

3% 4% 8%

M Disagree
W Somewhat disagree

1% M Disagree

B Somewhat disagree
Somewhat agree

I Agree

1 No opinion

Somewhat agree
W Agree

49% 37%

The results of the survey show that the risk of fraud is prevalent in all the
industries. However, when asked to rank the industries on a scale of 1-4

(1 indicating high vulnerability and 4 indicating low vulnerability), financial sector
was perceived to be a highly vulnerable sector followed by real estate/
infrastructure and IT/ ITeS sector.

Sector-wise risk percieved by

B Financial services/
Private Equity

B Real Estate/Infrastructure

W 1T/Software/IT enabled

While organisations are 18% ' 19% Services
harnessing market o :E':dcl:r:nd R
opportunities they should

keep a strong and timely

vigilance on their control 7%
framework.

[ Retail/Consumer Products
[ Pharmaceuticals

Il Auto/Auto ancillary

[ Energy & Natural Gas

I Other

16%

Our 2006 fraud survey represented that the IT/Software/IT enabled services
sector was the second highest in perception of fraud risk. Because of the growth
of the real estate/ infrastructure sector in the last two years, this perception has
undergone a change. Often the effectiveness of internal controls and processes of
an organisation are not able to keep pace with the growth in the industry exposing
it to the threat of fraud. Hence it is imperative that while organisations are
harnessing market opportunities they keep a strong and timely vigilance on their
control frameworks to gain insight on better ways to design and evaluate controls
to prevent, detect, and respond appropriately to fraud and misconduct.



The cost of fraud to business
is difficult to estimate
because not all fraud and
abuse is discovered, not all
uncovered fraud is reported,
and civil or criminal action is
not always pursued.

White collar crime is seeping deeper

Almost 60 percent of respondents as against

39 percent in our previous survey confirmed that
they have experienced fraud in their organisation in
the past two years. This indicates a rise of
approximately 54 percent in the number of fraud
occurrences since the previous survey (2006).

Has your organisation experienced any fraud in the last two years

Yes

1 No

60%

The loss suffered by these organisations was also surprisingly high. There were a
significant number of organisations (31 percent) who suffered losses in the range
of INR 1 million to INR 10 million. There was small number of respondents

(11 percent) who confirmed that the direct financial losses were high and ranged
between INR 10 million to INR 100 million.

Estimated loss (INR) directly attributable to the fraud detected

5%

M%

B <INR 1 million
INR 1 million-10 million
[ INR 10 million-100 million

[ >INR 100 million

Fraud and white collar crime have increased considerably over the recent years,
and respondents believe this trend is likely to continue. The cost of fraud to
businesses is difficult to estimate because not all fraud and abuse is discovered,
not all uncovered fraud is reported, and civil or criminal action is not always
pursued.



The dual impact of two
concerns rated high by
respondents i.e. unethical
behaviour of employees and
inadequacy of anti-fraud
measures, leads to an
environment where both
inclination and opportunity
co-exist.

Main concerns related to the risk of fraud

We asked our respondents about their main concerns and areas in relation to the
risk of fraud in their organisation or industry. A fraud remaining undetected was
the top most concern of respondents (76 percent). Moreover, since most
organisations tend to be fairly under prepared to combat fraud and often tend to
take a typically reactive approach to resolving one issue at a time, they often deal
with the tip of the iceberg, when larger issues are perhaps waiting to blow up.

Top three concerns related to fraud risk

Others [ 3%

Unethical business practices by [ 330,

strategic alliance prtners

Corruption and bribery I

29%

Unethical behaviour of employees 50%

Inadequacy of anti-fraud measures I —

Fraud remaining undetected 76%

Regulatory compliance . 29%

(Multiple choices given)

Corresponding to the fear that a fraud goes undetected, the next main concern
was that the anti-fraud measures were inadequate (52 percent) followed by
unethical behaviour of employees (50 percent).

The dual impact of two concerns rated high by respondents i.e. unethical
behaviour of employees and inadequacy of anti-fraud measures, leads to an
environment where both inclination and opportunity co-exist. This could mean that
organisations in India, that remain passive in their approach to deal with fraud,
become a perfect breeding ground for fraud.
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The inherent responsibilities
and trust associated with
senior positions, ability to
override internal controls,
internal knowledge and
access to confidential
company information that
come with the managerial
position create a risk that
fraudulent acts may occur.

The three witches of fraud
“who, why and what”

Who are the perpetrators? The enemy lies within

Collectively (42 percent) respondents said that the highest potential of committing
fraud exists within the organisation including senior management and other
employees. Amongst the external stakeholders, service providers and suppliers
were perceived to pose the highest risk.

Perpetrators of fraud

14% 1% Il Service provider/Supplier
I Customer

Board Members (Director/
Managing Director/Chairman)/
Senior Management (C level
executives)/Other employees

Government (including
regulatory authorities)

Other

42%

Among the internal stake holders, senior management was perceived to pose the
maximum threat of fraud. The inherent responsibilities and trust associated with
these positions, ability to override internal controls, internal knowledge and access
to confidential company information that come with a managerial position create a
risk that fraudulent acts may occur.

Involvement of employees is often a key ingredient in perpetration of fraud. This
indicates the growing importance of conducting pre-employment checks and
integrity due diligence on employees and vendors along with instilling an ethical
work culture in organisations.

It would not be wrong to say that the collusion between the employee and the
supplier would pose the maximum threat to an organisation. This is also supported
by our survey results where supplier kickbacks was considered the most prevalent
form of fraud faced by organisations today.

Why do people commit fraud?

There are three important factors which are connected with committing fraud:
motive, opportunity and rationalisation, collectively known as the Fraud Triangle.

Motive often develops from financial pressure resulting from a fraudster's
excessive lifestyle, or from the gap between the financial remuneration earned
and the responsibility held by the individual, or pressure to meet financial targets,
or the superiority complexes of the individual or basic greed.
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